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. Policy Statement

In an educational institution there is a need to balance the accessibility and use of facilities with the need
to provide a safe and secure environment. The effective control and security of University of Louisiana
at Lafayette (“University””) Property and its buildings are necessary requirements for the safety and
protection of the University community. The University’s Office of Facility Management (“Facility
Management”), Office of Information Technology (“IT”), and University Police Department (“ULPD”)
work in a cooperative relationship to provide access through mechanical and electronic means to
facilitate optimum use of campus facilities. This Policy defines the guidelines that govern key and
electronic Access Level control to Authorized Users at the University.

1. Purpose of Policy

The purpose of this Policy is to establish procedures governing the maintenance of Access Levels of
University buildings while safeguarding the personal safety and protecting the physical assets of
students and Employees, protecting the property of the University, and avoiding potentially significant
costs due to theft, vandalism, or excessive rekeying of locks.

The systematic control of locks, keys, and card access is one of the most important components of any
safety program. Without proper key and card Access Level control, locks provide little deterrence to
illegal or unauthorized entry into a facility.

A. General Provisions

1. All locks, keys, and Electronic Access Cards/Cajun Cards are the sole property of the
University and will be issued to Authorized Users based on their need for access. The
University reserves the right to change locks, keys, and Access Level codes as needed.
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Unauthorized duplication of keys for any University Property is prohibited.
Unauthorized access or tampering with the University’s security network is prohibited.

All individuals who are issued keys and Electronic Access Cards/Cajun Cards are required to
keep spaces secure by not granting access to others, Propping doors open, or purposefully
leaving spaces unlocked.

All keys and Electronic Access Cards/Cajun Cards must be returned to the University upon
termination of employment in the case of Employees, enroliment in the case of Students, or
termination or expiration of services in the case of Contractors or volunteers, or when the
need for such access is no longer required.

B. Electronic Access Card/Cajun Card Access and Control

1.

Certain University buildings are secured by an Electronic Access Cards/Cajun Cards system.
Access to these buildings is granted by presenting the individual’s Electronic Access
Card/Cajun Card to the reader at the door. Individuals having a valid reason per their
supervisor to enter these buildings when the buildings are normally locked will be granted
the status of an Authorized User.

When a building becomes equipped with electronic access, the key core on all card access
doors will be replaced by a new core to guarantee that existing keys will no longer be used.
The backup mechanical key will be maintained by Facility Management as a precaution in
the event of an extended outage due to a power or panel failure. In this event, an individual
needing access should contact emergency maintenance at (337)482-6440 for assistance.

Security features installed (e.g., alarms, horns, door locks, etc.) cannot be disabled without
approval from the Director of the Office of Environmental Health and Safety.

Disabling or Propping open electronically secured doors provides a threat to personal safety
and is a violation of this Policy, and may be a violation of the Fire Code.

Electronic Access Cards/Cajun Cards are non-transferable. It is the responsibility of every
Authorized User to report a lost or stolen card immediately to the Cajun Card Office during
working hours and to ULPD after hours.

Anyone possessing or using Electronic Access Cards/Cajun Cards without authorization will
be in violation of this Policy and may be subject to disciplinary action from the University,
and/or criminal charges where appropriate.

C. Physical Key Access and Control (Not Applicable to Electronic Access Cards/Cajun Cards)

1.

2.

Keys are and always will remain the property of the University.
Keys will be issued to Authorized Users only.
Authorized Users are allowed only one (1) issuance of any key; no spare keys are allowed.

All Authorized Users will be issued keys consistent with job responsibilities, actual need, and
the approval of the Department Head or Dean.
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5.

6.

Mechanical room keys will only be issued to Facility Management staff members. Custodial
closet keys will only be issued to Contractor custodial staff members.

All lock and key work, including but not limited to, making, and issuing keys, rekeying
locks, replacing and/or repairing locks and related equipment, shall be done by or through
Facility Management.

The department of an Authorized User’s final approver is financially responsible for all key
replacement costs. In the event a key is lost, the department will be assessed all fees
associated, as well as any rekeying work necessary to maintain security. This work can
include, but is not limited to, changing of core, cylinder, key, lock, and emergency callout.
Below is the average cost to rekey in the event of a lost key:

a. Core (per door): $40

b. Cylinder (per door): $40

c. Lock (per door): $300

d. Office Key: $10

e. Off Master Key: $10

f. Sub Master Key: $30

g. Building Entrance Key: $40

h. Master Key*: $50

*With the loss of each master key, there is an additional charge of $150 for a new code series. High
security keyway issues are only able to be accommodated by one vendor and the wait time for
replacement averages eighteen (18) weeks.

There could be additional charges for a gate with pad locks that have been compromised.

8.

Authorized Users are responsible for the safekeeping of their key and must notify Facility
Management, their Department Head or Dean, AND file a report with ULPD within twenty-
four (24) hours of the key being lost or stolen. The process for reporting a lost key is as
follows:

a. Employee emails Facility Management at workorder@Iouisiana.edu, ULPD at
ulpolice@louisiana.edu, and their Dean/Department Head stating the key(s) they have
lost. This initial email will provide all interested offices with a time/date stamp,

b. Facilities will validate the reported keys are, in fact, assigned to that individual. If
discrepancies are found, the Employee’s Dean/Department head must advise
Facilities.

c. The Dean/Department Head must confirm the Employee is a faculty/staff member or
Student within their department and that key(s) are needed for that individual.

d. All of the above confirmations will be done in the same email thread.
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e. Once final confirmations are completed, ULPD will allow the individual to submit a
report for the missing key(s).

f. Facility Management will attach the ULPD missing key report case number to the
new Key Request Form or Separation Clearance Form for that individual.

9. Keys shall not be loaned, borrowed, or transferred to another individual without proper
authority and documentation by the appropriate Dean, Director, or Department Head.

10. Keys may not be duplicated under any circumstances, except by Facility Management.
Tampering with or duplicating keys may result in loss of privilege, sanctions including and
up to termination from employment, or criminal charges.

11. Upon separation or leave of absence with the University, Authorized Users shall provide the
Separation Clearance Form and return all keys to Facility Management. Any and all key
holds not cleared will be subject to charges to the department employing the Student or
Employee.

12. Facility Management reserves the right to audit, at any time, any individual of record for
verification of keys in their possession.

C. Privacy Policy

The Access Level control system records entry data such that it is possible to identify the times and
dates that an Electronic Access Card/Cajun Card has been used to enter certain buildings on University
Property. This information is kept confidential and is only available for a certain period of time/its
retention schedule. In the interest of protecting the privacy of Authorized Users, access to this data shall
be restricted in accordance with the University’s IT Security Policy, and such data shall be used only for
the following purposes:

1. Use of card tracking information to troubleshoot problems with Electronic Access
Card/Cajun Card access, security equipment, or problems with the cards themselves;

2. Provided pursuant to the Louisiana public records laws or a lawful subpoena or
administrative order;

3. ULPD or other law enforcement agency may request tracking data as part of a criminal
investigation; and

4. Response to security alerts and to address other emergencies.

University personnel authorized to access electronic Access Level data for these purposes are required to
protect the confidentiality of such data. Under no circumstances whatsoever is the University actively
tracking the movements of any individual or group at the University.

I11.  Applicability

This Policy applies to and is enforceable against all Employees, Students, Contractors, and volunteers.
This Policy applies to all areas of the University campus and all real property owned or controlled by the
University.
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V. Definitions

1. Access Level: is the area and/or timeframe to a building located on University Property upon
which an Authorized User is granted access.

N

Authorized Approver: is a Dean, Director, or Department Head who has the ability to approve
or request key or Electronic Access Card/Cajun Card access to various buildings, rooms, or areas
of University Property.

w

. Authorized User: is the Employee, Student, or Contractor granted key or card access to a
specific building, room, or area of campus.

4. Contractor: a person or company that undertakes a contract with the University to provide
materials or labor to perform a service or do a job.

5. Electronic Access Card/Cajun _Card: is the University identification and Access Level card
given to Students, Employees, Contractors, and/or volunteers.

6. Employee: is any University employee including faculty, staff, administrators, and student
employees, including hourly, salary, part-time, and full-time employees.

7. Key Liaisons: are individuals chosen by their Department who are responsible for the physical
keys and access within their Department.

8. Propping: is the placement of an object in a manner to obstruct a door from closing or latching

properly.
9. Students: refers to only University graduate students or graduate assistants.

10. University Property: is University land including, but not limited to, all physical spaces,
facilities, buildings, and acreage that the University owns, leases, controls, or uses in the
execution of its mission. For purposes of this Policy, University Property does not include
residential houses which are owned by the University, managed by the Office of Facility
Management (i.e., non-Office of University Housing properties), and rented to full-time faculty
and staff.

\2 Policy Procedure

A. Responsibilities:

1. Facility Management. Facility Management is responsible for the following:

a. Creating and maintaining the University’s lock and key control systems, including
schematic, codes, service equipment, and product standards.

b. Maintaining in a safe and secure manner for all facilities the master and original keys, as
well as related hardware, doors, and related documentation.

c. Issuing keys and keeping information on file including lock and control systems,
inventory of locks and hardware, a recordation of keys issued and returned by Authorized
Users.

d. Changing or replacing locks.
4|1Page
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2.

3.

e. Management of all repairs or additions to any University locking device, key, or door
hardware whether done in house or via contractor.

f. Stocking necessary hardware and supplies.

g. Notification to individuals or Authorized Users of any key holds that may have been
placed on their account.

h. Processing paperwork received from Human Resources upon notice of Employee hire or
separation.

Departments Heads. Departments heads are responsible for the following:

a. Ensuring that facilities assigned to the Department are secured properly, including the
maintenance and activation of security alarm systems, and that staff, faculty, and
Students understand this responsibility.

b. Verifying that a lost or stolen key is immediately reported to Facility Management and
report has been filed with ULPD.

c. Appointing Key Liaisons who are responsible for the physical keys and card Access
Level request within their Department.

d. Appointing a responsible Department representative (e.g., staff, faculty, grad student or
grad assistant) for opening locks when members of the Department have forgotten keys
or otherwise are locked out.

Human Resources. The Office of Human Resources is responsible for the following:

a. Notification of new Employee hires to Facility Management.

b. Sending notices of Employee separation to Facility Management via DocuSign in a
timely manner.

B. Physical Key Request Procedures (Not Applicable to Electronic Access Cards/Cajun

Cards):

1. All key requests require a Key Request Form.

2. The Key Request Form shall be filled out completely and electronically (typed) in the fillable
PDF file. A handwritten and/or incomplete form will not be accepted.

3. Infilling out the Key Request Form, the building name, room number, and any notes related
to the key must be specified. Facilities Management will supply the key number and
designate if it is a sub-master or master.

4. The Authorized Approver must sign every Key Request Form via adobe time/date stamp
(electronically) or via wet ink physical signature.

5. If a sub-master or master key is requested, there shall be written justification from the

Authorized Approver attached to the Key Request Form, and approval from the Director of
Facility Management is required.
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6.

The Key Request Form and any required documentation must be sent through the workorder
system email: workorder@Iouisiana.edu. The subject line of your email must be “Key
Request”.

B. Physical Key Pick-Up and Return Procedures (Not Applicable to Electronic Access
Cards/Cajun Cards):

1.

Once the key(s) are available for pick-up, the Authorized User will receive an email from
Facility Management which will include an attachment of the completed and approved Key
Request Form, which will also show an amount due for the key(s).

Once a Key Request Form is approved, the Authorized User may pick up their key Monday —
Thursday from 1:00 p.m. — 4:00 p.m. and Friday from 9:00 a.m. — 12:00 p.m.

The Authorized User is required to bring three (3) copies of the approved Key Request Form
and payment to the Cashiers Office located in the Student Union, Room 135. Payment can
be made with cash, check, money order, or cashiers check.

The Cashiers Office will provide a proof of payment for the key(s).

The Authorized User will then provide the proof of payment and their Cajun Card to Facility
Management in Parker Hall (310 E. Lewis Street) to collect the requested key(s).

The Authorized User will be the only person allowed to sign for and pick up their key(s). No
one can sign for and pick-up keys for another individual.

Keys must be returned to Facility Management in Parker Hall (310 E. Lewis Street) upon
separation from the University or changing work locations within the University.

A receipt of keys returned, and a dollar value will be provided for your reimbursement of key
cost. Values of $10.00 or less can be refunded by the Cashier’s Office. A check will be
provided for those values greater than $10.00.

C. Electronic Access Card/Cajun Card Access Request Procedures:

1.

All Electronic Access Card/Cajun Card access requests require the Door Access Request
Form to be completed.

This Door Access Request Form shall be filled out completely and electronically. A
handwritten form will not be accepted. An incomplete form will not be accepted.

The Door Access Request Form must specify the requestor’s name, ULID, building name,
room number, and any required fields related to the request.

An expiration date of access must be provided with each request.

The Authorized Approver must approve every Electronic Access Card/Cajun Card access
request.

The Access Levels of University Property include:
a. Universal Locations (i.e., general classrooms, labs, meeting spaces, etc.);

b. Standard Locations (i.e., default locations); and
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c. Elevated Risk Locations (i.e., locations with hazardous materials or equipment, financial
assets, sensitive data, significant physical assets, or University infrastructure).

D. Contractor Procedures:

1. University Property facility repairs, project, or construction work that require the issuance of
a key to a Contractor must be approved by Facility Management.

2. The Contractor will be issued a key and must return it at the end of the job. The Contractor
representative who picks up the key must be the same individual to return the key.

3. It will be the responsibility of the Contractor project manager to ensure the key has been
returned. Payment may be delayed to the Contractor until the key has been received.

4. At no time should a Contractor unlock a door for any person other than their employees or
subcontractors.

5. During extended delays and/or work stoppage of a project, key(s) must be returned by the
Contractor to Facility Management.

6. Should Contractor lose a key(s), liquidated damages may be assessed.

VI. Enforcement

With respect to Employees, the Director of Facility Management, as well as individual supervisors, are
responsible for the enforcement of this Policy. Supervisors are responsible for ensuring adherence to this
Policy and are required to take immediate action to ensure compliance.

With respect to Students, the Director of Facility Management, as well as the Dean of Students, are
responsible for the enforcement of this Policy.

Sanctions imposed pursuant to violations of this Policy will be commensurate with the severity of
the offense and may include disciplinary action up to and including termination of employment or
dismissal of a student.

VIl. Policy Management

The responsibility for developing and implementing key control procedures is with the Office of Facility
Management.

Upon adoption, the Vice President for Administration and Finance shall be the Responsible Executive
for this Policy in charge of the management of this Policy. The Director of Facility Management is the
Responsible Officer for this Policy. The Office of Facility Management is the Responsible Office for
this Policy.

VIII. Exclusions

The following University Property facilities are excluded from this Policy for Electronic Access
Card/Cajun Card access ONLY:

e Student Union;
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e University Housing & Residential Life;
e New lberia Research Center;

e University Athletic Facilities;

e Picard Center,;

e SGA Day Care Center,

e Abdalla Hall; and

e LITE Center.

Because of the unique nature of these facilities, each of the above has established its own detailed
procedures for the issuance, distribution, replacement, and return of keys.

Other exclusion of any part of this Policy shall require written consent of the Facility Management.

IX. Effective Date

This Policy shall be effective as of the date of adoption of this Policy.

X. Adoption

This Policy is hereby adopted on this _>/9/202

DocuSigned by:
onep(» Savie
1405E1487C93461...
Dr. E. Joseph Savoie
President

XI.  Appendices, References, and Related Materials

Key Request Form

Door Access Request Form

Key Frequently Asked Questions

Separation Clearance Form

XI1.  Revision History

e Original adoption date of Safety Policy (AF.0013.1): 5/9/2025
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